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Public-Key Encryption
Publicly proposed by Diffie and Hellman in 1976
Based on mathematical functions

§ …on the practical difficulty of factoring the product of two 
large prime numbers

Asymmetric
§ Uses two separate keys a public and a private key
§ Public key is made public for others to use

Multiple algorithms with different uses
§ Establish a shared secret key
§ Encrypt a message
§ Digital signatures
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Symmetric vs Asymmetric
Which one is best?

The strength of public-key cryptography depends more 
heavily on the length of the key
Intrinsically both offer similar guarantees against 
cryptanalysis
Public-key encryption is usually slower
A shared key must be kept secret, similarly to the private 
key, but unlike the public key
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Encryption with Public Key
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Encryption with Private Key
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Digital Signing
Verify …

§ … the author of data
§ … the integrity of data
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Digital Envelopes
Opening an envelope
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Algorithm  Digital Signature Symmetric Key 
Distribution  

Encryption of 
Secret Keys 

RSA Yes Yes Yes 

Diffie-Hellman No Yes No 

DSS Yes No No 

Elliptic Curve Yes Yes Yes 
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Comparison
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RSA Security
Based on the assumption that factoring numbers is hard

Variable key length
§ Largest, publicly known, factored RSA number is 768 bits
§ It is generally believed that 1024-bit keys may have already 

been broken or will soon be
§ 2048-bit keys are recommended as the minimum

Part of the Public Key Cryptography Standards (PKCS)

In practice used with digital envelopes
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Simple Hash Function
Split input in blocks of n bits
Ci = bi1 Å bi2 Å . . . Å bim
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Secure Hash Algorithm (SHA)
SHA was originally developed by NIST

§ Published as FIPS 180 in 1993

§ Revised in 1995 as SHA-1

§ Produces 160-bit hash values 

SHA-2 adds 3 additional versions of SHA 

§ SHA-256, SHA-384, SHA-512 with 256/384/512-bit hash 

values

§ Same basic structure as SHA-1 but greater security

Stevens Institute of TechnologyFall 2018 22



SHA Comparison
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SHA-3
SHA-1 considered insecure and has been  phased out for 
SHA-2
SHA-2 shares same structure and mathematical 
operations as its predecessors and causes concern
Due to the time required to replace SHA-2 should it 
become vulnerable, NIST announced in 2007 a 
competition to produce SHA-3
SHA-3, a subset of the cryptographic primitive family 
Keccak

§ Better security (resist attacks against SHA-2)
§ Appropriate for fast implementation in hardware
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Algorithm and
variant

Output size (bits) Block size (bits) Max message size 
(bits)

Security (bits)
Example 
Performance 
(MiB/s)[12]

MD5 (as reference) 128 512 264 − 1 <64 (collisions 
found)

335

SHA-0 160 512 264 − 1 <80 (collisions 
found)

-

SHA-1 160 512 264 − 1 <80 (theoretical 
attack[13] in 261)

192

SHA-2

SHA-224
SHA-256

224
256

512 264 − 1 112
128

139

SHA-384
SHA-512
SHA-512/224
SHA-512/256

384
512
224
256

1024 2128 − 1

192
256
112
128

154

SHA-3

SHA3-224
SHA3-256
SHA3-384
SHA3-512
SHAKE128
SHAKE256

224
256
384
512
d (arbitrary)
d (arbitrary)

1152
1088
832
576
1344
1088

∞

112
128
192
256

min(d/2, 128)
min(d/2, 256)
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Message Authentication Code
Verify message integrity and authenticity
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Figure 2.5  Message Authentication Using a One-Way Hash Function.

H

MAC with Symmetric Encryption
Encrypt hash of message using shared secret key, verify 
by decrypting with the same key
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H

MAC with Public-Key Encryption
Encrypt hash of message using private key, verify using 
public key of sender
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Digital Signatures
Similar to MAC using public-key cryptography
Used for authenticating both source and data integrity
Created by encrypting hash code with private key
Does not provide confidentiality

§ Message is safe from alteration but not eavesdropping

Stevens Institute of Technology
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MAC with Secret Value
Prefix and suffix message using nonce and hash the 
result, verify using the reverse
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HMAC(K,M) = Hash[(K+ XOR opad) || Hash[(K+ XOR ipad) || M)]]

Stevens Institute of Technology

• K+ is K padded with zeros on the 
left so that the result is b bits in 
length

• ipad is a pad value of 36 hex 
repeated to fill block

• opad is a pad value of 5C hex 
repeated to fill block

• M is the message input to 
HMAC (including any padding)

• IV Initialization vector (if hash 
function requires one)
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Hashes vs MACs vs Signatures

Hash MAC Signature
Integrity
Authentication
Non-repudiation
Keys None Symmetric Asymmetric
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