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Status Quo ... Some Years Ago
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Hardware complexity has risen significantly

I To deliver more performance despite the end of Moore’s law

I Moore's law is the observation that the number of transistors in a
dense integrated circuit doubles about every two years. --wikipedia

I To deliver new features
I Virtualization, security, and other extensions
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I To increase performance despite other limitations
' Memory bandwidth, non-parallelized workloads
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Multiple Different Bugs
Discovered

Rowhammer: corruption of bits (bit flips) in modern
DRAM

Cache-based side channels

Speculative execution bugs

Fall 2018 Stevens Institute of Technology



"#3$%&'
("% %+,)"-



Random-Access NMemory
RAM

Key features
= RAM is traditionally packaged as a chip.
= Basic storage unit is normally a cell (one bit per cell).
= Multiple RAM chips form a memory.

FROM: Bryant and O’Hallaron, Computer Systems: A Programmer’s Perspective, Third Edition

RAM comes in two varieties:
= SRAM (Static RAM)
= DRAM (Dynamic RAM)

UL LAY
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Nonvolatile Memories

DRAM and SRAM are volatile memories

Lose information if powered off.

Nonvolatile memories retain value even if powered off

Read-only memory (ROM): programmed during production
Programmable ROM (PROM): can be programmed once

Eraseable PROM (EPROM): can be bulk erased (UV, X-Ray)
Electrically eraseable PROM (EEPROM): electronic erase capability

Flash memory: EEPROMs. with partial (block-level) erase capability
= Wears out after about 100,000 erasings

Uses for Nonvolatile Memories

Firmware programs stored in a ROM (BIOS, controllers for disks,
network cards, graphics accelerators, security subsystems,...)

Solid state disks (replace rotating disks in thumb drives, smart
phones, mp3 players, tablets, laptops,...)
Disk caches
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Memory Read Transaction (1)

CPU places address A on the memory bus.

Register file

—

%rax <::|

1r

ALU

Bus interface

Fall 2018
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Load operation: movqg A,

I/O bridge

Main memory

| 7 A N
N——1
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Memory Read Transaction (3)

CPU read word x from the bus and copies it into register

: ALU

Load operation: movg A, %rax

I/O bridge

>

%rax.
Register file
%rax X <1':|
Bus interface
Fall 2018

Stevens Institute of Technology

Main memory
0

X A
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CPU places address A on bus. Main memory reads it and
waits for the corresponding data word to arrive.

%rax

Register file

1r

—

==

Bus interface

Fall 2018

Store operation: movq %ax , A

ALU
Main memory
' 0
II/O brldgeI 2
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Locality

Principle of Locality: Programs tend to use data and
instructions with addresses near or equal to those they
have used recently

Temporal locality:

= Recently referenced items are likely
to be referenced again in the near future

C /

Spatial locality:
= [tems with nearby addresses tend
to be referenced close together in time

Fall 2018 Stevens Institute of Technology 19
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General Cache Concepts: Hit

Cache

Memory

Request: 14
8 9 14 3
0 1 2 3
4 5 6 7
8 9 10 11
12 13 14 15

I"#'$%&$'()*+$'$%, $&--.-.

10*+$'$%, $%&$*"*0-1

Hit!
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Memory Banks

addr (row = 1, col = 7J)
O : supercell (i,))
| | DRAM 0
[ I m 64 MB
| I m| ¥ memory module
[ -
DRAM 7 I N || consisting of
ol U —1 eight 8Mx8 DRAMSs
n i |

bits bits bits bits bits bits bits bits
56-63 48-55 40-47 32-39 24-31 16-23 8-15 0-7

63 56 55 4847 40 39 3231 2423 16 15 8 7 0

Memory
controller

64-bit word main memory address A

64-bit word
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DRAM Refresh

Electric charge is lost when reading
= Data need to be re-written in the cells

16 x 8 DRAM chip

__________________________________________

i Cols
RAS = 2 | 0 L 2 3
2 |
. ﬂi 0
addr |
i 1
Memory EROWS
controller | 21 _ _ _ _
8 : 3
PEEEELEEEEN ] ] ]
data E \/ \/ \/ \/

1
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DRAM Refresh
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PTEA

PTE

CPU —> MMU

PA

Data

1) Processor sends virtual address to MMU
2-3) MMU fetches PTE from page table in memory
4) MMU sends physical address to cache/memory

5) Cache/memory sends data word to processor
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"HSYHE! (

63

48 47

3938

Virtual Address
30 29

1211

Sign Extend

Page-Map

Level-4 Offset

PML4

Page-Directory-
Pointer Offset

Page-Directory

I"HHS%&!(

Page-Map
Level-4
Table

PML4E

51

52

9

Page-
Directory-
Pointer
Table

PDPE

52

79

12

2120
Page-Table
Offset
A9
Page-
Directory Page
Table Table
1 PTE
52
PDE
I

A12

»

4 Kbyte
Physical

_Page

Physical
Address

N =

*This is an architectural limit. A given processor
implementation may support fewer bits.

Page-Map Leveld

Base Address

)+, +-.$/-.*0*1*+$23$4+56-2#278

CR3



Page Table Entry

Page Table Entry

31 11_9

Physical Page Address Avail. |G| 0| DJAICIWIU

G - Global

D - Dirty

A - Accessed

C - Cache Disabled

W - Write Throuagh
U - User\Supervisor
R - Read\Write

P - Present
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Land Sensitive Data

Store a page table on a vulnerable page

To:

I Map a kernel page containing privileged data to user space

| By creating a new mapping to its physical page
I Make a kernel page writable from user space

Hard problem: need to massage memory to look exactly
right

I Potentially no access to pagemap (virtual — physical address

mapping)
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Massaging Memory Tricks

Allocate all physical memory

De-allocate memory corresponding to vulnerable bits
Cause allocation of new page table entry

"HS%&™ ()*+,-" /" (+0(12" (3--+431+&(
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"HS%& (%) ") HS*

O
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) 4

I"HHS%&!(

Core 1 Core 2

L1 data

L1 code L1 data L1 code

S NS

L2 L2
Ring bus
L3 Cache |( J > L3 Cache
-‘“-L —

——

Physical memory
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Cache Read

coece

coece

S=255ets< scece
RRRRRREEImnmImm

coece

\
N
Y tag 112 eocees B-1
valid bit ~——
Fall 2018

N = 2" lines per set

A

| 1"H$9%6& (&%

) &#t+ -'$.'0,.&'",.' (&%
*$('1$%0H*,.2'%$2

1 38('4'0,.8'5$0,67",%

| 1"#$%& '6$%$' (%6$89.2
$%6™: (&%

Address of word:
t bits s bits | b bits

tag set block
index offset

data begins at this offset

BrerpbIytespercache block (the data) >



| "#$5%&'()&*++,-.9)./(&0%$-1(&
23(4(58!868&78

! u#u$%u& - (")*'l' , " ., /u_ ,0
1"23 y %”4546 y "7) (48"_*9 y " - "7 ; 0 y lt)f)/ __n (@II_G(/OI|*+0%

0"7*0- <=<3> | ><<

C 058 <|>|$|D|G|F|E]A C 058 <|>|$|D|G|F|E]A

C] L 08B | [<|>|$|D]G|F|E]A cl Pl [<T>Ts[olc[FIE[A]l| — H+7'->0

C 058 <|>|$|D|G|F|E]A C 058 <|>|$|D|G|F|E]A

C 05B <|>|$|D|G|F|E]A C 058 <|>|$|D|G|F|E]A




| "#$5%&'()&*++,-.9)./(&0%$-1(&
23(4(58!868&78

,+"%,!

)%%H<,1":4;/,"#>-;C"%$I,"J"#A!,%

64>$*?|u

)¥*+,%%"-."%/-301L

@41:/1"A,%"B"/$!

-<=4+,"#-1/

1"#$1%

&'&(

(&&

6

145

&

(

2

7\:

9

3|l [[e] P45 [&](T2]7T:

K4>>"2&(J

#>-;C"-D%,!

L!,6,0%"M0%!$!H!,"-."F,;/0->-5A

88




N-way Set Associative Cache

(Here: N = 2)
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"H$%& ()*(+&%, -

I"HHS%&!(

Slice 0 - CPUD

Slice1-CcPU1

Setl

Set 2043

Setl

Set 2048

1.way

2.Way

3.Way

M.?i."ag

MEMORY

Cg. Set 2048

9. Set 2035

)+, +-.$/-.0*1*+$23$4+56-2#278




!II##II$%&I()*+I%II’% &+_*.l

HSYRH" (" E+& o H ¥ ([ +&OH+-HSY S/
12"+ ") &S SHASHOTSHO- #:55H678
"HSV&H Y&+ 2<=%0("H (/" HSY /"
| SO+$(3HPSD"--#"* ) @H<&(+=HYHO+0"&H")"--H+-HE& H=.&(
$% S/
| A=<-I3#B"* Q"HUH0+9"&HU") - #<$=&BHF &-()<S(+.&
| C)+*"3#C=%$"#D&.E&H#%")"--"-#+&H#(/"H$%S$/"

AY==#;5F4 1("9"&-#G&(+(<("#. #H'$/8&.=.0@ 15



"H$%B& ()* S+, *$&)'-*.$/00'(12

"H$Yo8: & (#)*
+H) & & -
/01238'&4*0-56

(3*7&500&8-,9&%3#2&857:&;5<#=105%*&$5$3*&%-

9<-8<&2%5%*>&?85#% @ &A-,&"#3%#)&53%#"#% 7 &5+
835%&352&%35<C*6

/500&DEFG H%*"*<2&1<2%#%1%*&-A&(*$3<-0-C7 JF



"H$%& & (#)*

"HBY6& Vo (JH++"H% Yo-+.%"10.%"0%$ 1/ 2%+ * 34
"H#$%04'%5/2#%" 3#%-+.*"/0.
"H#$%66'V0(7/*" %, %* *3HYSH"
"#$969'%05/2#%" 3#%-+.*"/0.

-%!"#$%4%:;,8%-,8"#1%"3,.%8"#3$%9%"3#%-+.*"/0.%$.
+8#7%,.%,?7?1#88%*0. @ 1+#."%"0%"3#%*,*3#%8#" %0/ .!

A ==%4B&C I"#7#.8%:.8D"+"#%0-%5#*3.0=0@> E4



"#$%&'&!" ()%

#5968 ' Y6 ()*+#%,%-, - #%/#"'%"0%-01" *1%21031%," -2
A8V IH

"#$965'%66,*"% 70)%8*-"*+0p,-"*8*"9
"H#$%: Y *+#%0, --#1/*1 <%, 44WH % T)0+%/"H#$%&'

=7%,--#1/*1<%-+#+0)9%* 1%/ "#$%:%*/%/>03%?- - #%+*

8*-"*+%A/H#4%+#+0)9%-01<)A#1"%3*".%-,-. #%/#"%*1
["#S%&

B,>>%5C&D "#8#1/%=1/E"A"#%07%#-.10>0<9 F:



#5968 &()"*+,

"#35%&'%()*+,-%()*+,%+,./#0%.00/#++%1/23%4.4 #
"#$%5'%6.7"%12/%87493
"#3$%:'%;#)2.0-%<73#%.44#++%12/%.44H#++7=>%" #
+,./#0%.00/#++-

?1%1.+"%937=>%7=%:%@.+%1.+"%7"%@.+%$).4#09
AB%87493'%7?1%+)2@%87493%070%=2"%*+#%",#%.

())%5C&D P"H8H=+%?=+"7"*"#%21%<#4,=2)2>B EF



Example: Code Vulnerable to a
Side Channel
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Spectre and
Meltdown

FROM: Adam Belay, Srini Devadas, and Joel Emer
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Control Speculation

Sequential Non-Sequential
Instruction Instruction
Execution Execution Operations are

undone by the
processor

I: Compute |: Control Flow

Correct direction Mis-speculated

I+1: Compute ection

|+2: Compute J: Compute

|+3: Compute J+1: Compute

J+2: Compute

Fall 2018 Stevens Institute of Technology 78
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K+2: Compute




Meltdown

Problem: Attacker can influence speculative control flow

Bug:
I Speculative execution not subject to page permission checks
| Data remain in cache

Attack: User code can read kernel data (secret)

Three steps:
I Setup: flush the cache
| Force speculation that depends on secret
I Measure cache timings

Fall 2018 Stevens Institute of Technology

79



Meltdown example

Setup:
clflush(timing_ptr[guess]);

Transmit:

timing_ptr[*kernel addr];
<+«—— May still read

Receive: *kernel_addr (speculatively)

mfence();

s = rdtsc(); *timing_ptr[guess];

e = rdtscp();

if (e - s < CACHE_MISS _THRESHOLD)

printf(“guess was right!\n”);

<+«——— Page Fault
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Spectre

Problem: Attacker can influence speculative control flow

Bug:
= Speculative execution leads to out-of-bounds memory access
= Dataremainin cache

Attack: User code can read data in the same process
= For example, through JS executing on the same host

Same steps
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Spectre Example

Transmit - Bounds Check Bypass:
"#S%#&H (()*+,!-./
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