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Systems
A system is a set of connecting things or parts forming a 
complex whole

§ Definition from the New Oxford American Dictionary
Unnaturally occurring systems:
Computer system

§ The complete computer made up of the CPU, memory and related 
electronics (main cabinet), all the peripheral devices connected to 
it and its operating system

Operating system
§ A software system that manages computer hardware and software 

resources and provides common services for computer programs
Distributed system

§ A software system in which components located on networked 
computers communicate and coordinate their actions by passing 
messages
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Computer Systems
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(Inter-)Networked Systems
Fall 2018 Stevens Institute of Technology



Confidentiality 
§ Data confidentiality
§ Privacy

Integrity
§ Data integrity
§ System integrity

Availability

Security -- The CIA Triad
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Building Secure Systems

What are the right principles to design and develop 
secure systems
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Building Secure Systems

What are the right principles to design and develop 
secure systems

§ Economy of Mechanism
§ Open Design Open Design
§ Principle of Least Privilege
§ Separation of Privilege
§ Failsafe Defaults
§ Psychological Acceptability
§ Additional principles

§ Diversity of Mechanism
§ Multiple Lines of Defense
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Building Secure Systems

What are the right principles to design and develop 
secure systems

§ Economy of Mechanism
§ Open Design Open Design
§ Principle of Least Privilege
§ Separation of Privilege
§ Failsafe Defaults
§ Psychological Acceptability
§ Additional principles

§ Diversity of Mechanism
§ Multiple Lines of Defense

Not the focus of this course!
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Focus on Existing Systems

It is important to understand how a system works
§ What is the execution environment
§ What are the programming languages used
§ How do applications interact with the OS
§ How does the OS interact with the HW
§ How do applications interact with the HW
§ How do applications interact with other applications

§ Locally
§ Over the network

What are the security threats facing a system?
§ How can they be mitigated?

Not just understanding abstractions, but also 
mechanisms
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https://xkcd.com/538/

Different approach from 
crypto
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Is it important?
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How programs execute
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Memory corruptions 
bugs
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Early software defenses
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Modern Attacks

Fall 2018 Stevens Institute of Technology



struct array {
unsigned long length;
unsigned char data[];

};
struct array *arr1 = ...;
unsigned long untrusted_offset_from_caller = ...;
if (untrusted_offset_from_caller < arr1->length) {
unsigned char value = arr1->data[untrusted_offset_from_caller];
...

}
However, in the following code sample, there's an issue. If arr1->length, arr2->data[0x200] andarr2->data[0x300] are not 
cached, but all other accessed data is, and the branch conditions are predicted as true, the processor can do the following speculatively 
before arr1->length has been loaded and the execution is re-steered:
•
load value = arr1->data[untrusted_offset_from_caller]
•start a load from a data-dependent offset in arr2->data, loading the corresponding cache line into the L1 cache

struct array {
unsigned long length;
unsigned char data[];

};
struct array *arr1 = ...; /* small array */
struct array *arr2 = ...; /* array of size 0x400 */
/* >0x400 (OUT OF BOUNDS!) */
unsigned long untrusted_offset_from_caller = ...;
if (untrusted_offset_from_caller < arr1->length) {
unsigned char value = arr1->data[untrusted_offset_from_caller];
unsigned long index2 = ((value&1)*0x100)+0x200;
if (index2 < arr2->length) {

unsigned char value2 = arr2->data[index2];
}

}

Contemporary Attacks

Fall 2018 Stevens Institute of Technology



Mitigation and Containment: 
Sandboxing
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Web Security
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Authentication and Access Control
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System Failures of 
Crypto Systems
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Network Security
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Malware, botnets, and DDoS 
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Information About the Course

All info, including syllabus, under
https://www.portokalidis.net/cs576.html

Lecture: Monday 6:15pm-8:45pm

Lab: Thursdays 3:05pm-3:55pm
§ Make sure you are enrolled
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Communication

Communication and discussion over Piazza: 
https://piazza.com/stevens/fall2018/cs576/

Go to link and enroll
§ Use your Stevens email!

Do not use canvas messaging to communicate

Use Piazza for most questions 
§ Sometimes your classmates can help you faster than the 

instructor or the TA
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Textbook(s)

No textbook is mandatory

Mandatory reading material:
§ Links to articles, papers, and book chapters in the syllabus

§ Check the website for the most up-to-date material
§ The slides

Textbooks that may prove to be useful …
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The Shellcoder's Handbook

The Shellcoder's Handbook: 
Discovering and Exploiting 
Security Holes

§ By Chris Anley, John Heasman, 
Felix Lindner, Gerardo Richarte
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Grade Breakdown

Exam I - Midterm (25%)
Exam II – Final (25%)
Quizzes (10%)
Lab participation (10%)
Homework assignments (30%)
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Exams

Relatively short (<=1hour)
Focused on understanding. May include multiple choice 
and short-answer questions, and code understanding 
questions
Online or on paper, but students must be in-class
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Material covered this far

Midterm

All material covered

Final



Quizzes

Online quizzes over canvas

Based on comprehension of the reading material

Multiple attempts possible
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Lab Section

Make sure you are registered for CS-576-LA
§ Attendance will be taken at the start of each lab section

What is going to be happening in the lab section?
§ Demonstration of tools and techniques
§ You will participate in exercises

§ Bring your laptops and make sure they are charged

Make sure you have a linux-lab account
§ If you do not have an account, you’ll need to get one
§ https://www.srcit.stevens.edu/wiki/index.php/Linux_Lab
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Homework Assignments

There will be 5-7 take-home assignments
§ To be done individually or small teams of 2 persons

For most assignments you will have 1-2 weeks to submit
§ Starting late is a guaranteed way to fail

Assignments will need to run on linux-lab
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Homework Timeliness

2 grace days for the semester
§ Used automatically when you submit late
§ Covers scheduling crunch, out-of-town trips, illnesses, minor 

setbacks

Once grace day(s) used up, get penalized 15% per day

No submissions will be accepted later than 3 days after 
due date
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Cheating: Description

What is cheating?
§ Sharing code: by copying, retyping, looking at, or supplying a 

file
§ Describing: verbal description of code from one person to 

another
§ Coaching: helping your friend to write a lab, line by line
§ Searching the Web for solutions
§ Copying code from a previous course or online solution

What is NOT cheating?
§ Explaining how to use systems or tools
§ Helping others with high-level design issues

Ignorance is not an excuse
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Cheating: Consequences

Penalty for cheating:
§ You will be reported to the Dean
§ Penalties may include suspension, expulsion, and deduction 

of points

Detection of cheating:
§ We have sophisticated tools for detecting code plagiarism

Don’t do it!
§ Start early
§ Ask us for help when you get stuck

§ Assuming you start early
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Other Rules and Advice

Don’t use your laptops in lectures, they will distract you
§ If you don’t plan on paying attention you may as well not 

attend lectures

Electronic communications: forbidden
§ No email, instant messaging, cell phone calls, etc

No recordings of ANY KIND
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Office Hours

TBD – They will be announced on Piazza
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Any questions this far?


