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Overview
Establishing encrypted connections using PK encryption
Passive vs active adversaries
Securing communications

§ Message integrity
§ Key authentication

TLS/SSL
Certificates and certificate authorities
Attacks against SSL/TLS
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Types of Adversaries/Attacks
Passive – does not affect system resources

§ Can intercept messages but not modify 

Active – attempt to alter system resources or affect their 
operation

§ Can intercept, re-order, and alter messages
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Alteration of Messages
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Alteration of Messages
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Message Integrity with MAC
Encrypted data need to protected with MAC against 
active adversaries

MAC-and-Encrypt E(P) || M(P)
§ No integrity of the ciphertext

MAC-then-Encrypt E(P || M(P))
§ No integrity of the ciphertext

Encrypt-then-MAC E(P) || M(E(P))
§ The right option
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Alteration of Messages Detected
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Man-in-the-middle (MITM)
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Public-Key Authenticity
PK encryption requires that parties can establish the 
authenticity of public keys

Some ways to accomplish this:
§ Trust on first use (TOFU)
§ Web of Trust 
§ Public-key infrastructure (PKI)
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Certificates
Certificates are essentially signed public keys

§ Signed with the private key of a certificate authority
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Certificates

Stevens Institute of Technology

Unsigned certificate:
contains user ID,
user's public key,
as well as information
concerning the CA

Signed certificate

Recipient can verify
signature by comparing
hash code values

Figure 2.7  Public-Key Certificate Use
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Certificate Chains
Trust anchors: Systems are preconfigured with a list of 
trusted certificates

§ System-wide or application-based store
§ More can be added: self-signed, organization certificates, 

MiTM certificates, etc.
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Server provides a chain of 
certificates
Any CA can sign certificates for 
any domain

§ The system is as secure as the 
weakest CA
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TLS
Transport Layer Security (TLS) is the most widely used 
protocol for secure communications over TCP

Succeeds the Secure Socket Layer (SSL)
§ Plagued by various security issues

Used in HTTPS, IMAPS, SMTP, etc.
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TLS Protocols
Handshake protocol

§ Negotiate sessions keys
§ Authenticate server and (optionally) client
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TLS Protocols
Handshake protocol

§ Negotiate sessions keys
§ Authenticate server and (optionally) client

Record protocol
§ Exchange messages encrypted and MACed with established 

session key
§ Compression before encryption

§ Don’t do it
§ Extensible sub-protocols

§ For example, change the cipher suit used
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CAs are businesses doing 
this for profit

§ Certificates are expensive 
Self-signed certs cost 
nothing

Despite the warnings users 
tend to keep going
Now you can a cert for free

§ https://letsencrypt.org/
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Problems with CAs
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CAs issuing invalid certs
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Problems with CAs
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Problems with CAs
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Misplaced “CA” keys
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Problems with CAs
Why is this root cert in my browser?
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Downgrade Attacks
Goal: force the use of a weak cipher suite
Possible because browsers voluntarily downgrade the 
protocol upon handshake failure

§ For interoperability reasons
§ Due to server bugs
§ Due to protocol weaknesses

Methods:
§ Close connections until retry with lower SSL/TLS version
§ Modify list of supported ciphers sent from the client
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SSL Stripping
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HSTS
HTTP Strict Transport Security protects against SSL 
stripping and other attacks

§ Convert any insecure links to https
§ Treat all errors as fatal

Implemented through an HTTP header
§ Strict-Transport-Security: max-age=31536000

You may need to safely load the site once
§ Trust-on-first use

Browsers now also do HSTS-preloading
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Other Mitigations
HTTP Public Key Pinning
https://en.wikipedia.org/wiki/HTTP_Public_Key_Pinning
Online Certificate Status Protocol
https://en.wikipedia.org/wiki/Online_Certificate_Status_
Protocol
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Apple Fail (https://gotofail.com/)
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CRIME Attack
Leverage compression to leak HTTP cookies
Need to be able to inject a script in a webpage
Issue multiple requests to target website to brute force 
cookie
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Compression
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POST /target HTTP/1.1
Host: example.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:14.0) 
Gecko/20100101 Firefox/14.0.1
Cookie: sessionid=d8e8fca2dc0f896fd7cb4cb0031ba249

Slkgloirskjdal3irjlndfsdnvlsidjsdp91jnflijdsf;9jas;ofdas;dqlnds

Header sent 
with every 
request

POST data

Compressed 
data

Original 
data

Encrypted 
data
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Compression
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POST /target HTTP/1.1
Host: example.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:14.0) 
Gecko/20100101 Firefox/14.0.1
Cookie: sessionid=d8e8fca2dc0f896fd7cb4cb0031ba249

Cookie: sessionid=a
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Saved transmission bandwidth due to compression
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Compression
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POST /target HTTP/1.1
Host: example.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:14.0) 
Gecko/20100101 Firefox/14.0.1
Cookie: sessionid=d8e8fca2dc0f896fd7cb4cb0031ba249

Cookie: sessionid=d

Header sent 
with every 
request

POST data

Compressed 
dataOriginal 

data

Encrypted 
data

Saved transmission bandwidth due to compression

Observing the amount of 
data transmitted tells me 
when I get a match in the 

POST data
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Heartbleed
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